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Abstract—Autonomous robots powered by deep learning face
a fundamental auditability challenge: when incidents occur,
investigators cannot reconstruct why the system made specific
decisions. This paper presents TRACE (Transparent Reasoning
Architecture for Credible Execution), a decision framework that
ensures every autonomous action can be traced back to sensor
evidence through documented causal chains. The framework
organizes decision-making into four auditable layers: Seman-
tic Perception for evidence-grounded entity recognition, Belief
Reasoning for probabilistic state estimation with causal graphs,
Action Synthesis for constraint-aware planning with counterfac-
tual documentation, and Execution Verification for compliance
monitoring. TRACE is model-agnostic yet designed to inte-
grate learning-based perception modules (CNNs, transformers)
while preserving decision-level auditability. We evaluate the
framework using three objective metrics: Evidence Traceability
(sensor-to-decision linkage), Decision Reconstructability (post-
hoc analysis capability), and Temporal Continuity (audit trail
completeness). Experimental evaluation on warehouse robot
navigation demonstrates that TRACE achieves 98.6% evidence
traceability, 99.0% temporal continuity, and 98.1% decision
reconstructability across 500 simulated decision cycles. Post-
hoc methods like LIME provide feature attributions but lack
the artifact structure needed for decision-level reconstruction.
The framework addresses EU AI Act requirements for high-
risk system transparency and contributes to Explainable AI for
safety-critical autonomous systems.

Index Terms—Explainable AI, Autonomous Robots, Trust-
worthy Al, Decision Transparency, Human-Robot Interaction

I. INTRODUCTION

Autonomous robots powered by deep learning face a
fundamental auditability challenge. When incidents occur,
investigators cannot reconstruct why the system made spe-
cific decisions. Warehouse robots navigate alongside workers.
Autonomous vehicles share roads with pedestrians. Surgical
robots assist in medical procedures. The International Feder-
ation of Robotics reports that service robot sales grew 30%
in 2023 [1]. This rapid deployment raises a critical question:
can these decisions be audited after the fact?

Modern autonomous robots rely heavily on deep neu-
ral networks for perception, prediction, and control. These
models achieve impressive performance, but their decision
processes remain opaque. Consider a concrete scenario: a
warehouse robot unexpectedly stops and a worker collides
with it. Investigators cannot determine why the robot chose
that action. The neural network processed sensor data through

millions of parameters to produce a stop command, but the
chain of evidence leading to that choice is not preserved.

This auditability gap creates three practical problems.
First, incident investigation becomes speculative without re-
constructable decision records. Second, safety certification
becomes difficult because standards such as ISO 13482
require documented risk assessment that opaque systems
cannot provide. Third, regulatory compliance fails because
the EU AI Act mandates that high-risk Al systems maintain
logs enabling the tracing of the system’s functioning [2],
a requirement that most deployed robotic systems cannot
satisfy.

TRACE is model-agnostic and explicitly designed to in-
tegrate learning-based perception and prediction modules
(e.g., convolutional neural networks, transformer architec-
tures) while preserving end-to-end auditability at the deci-
sion level. This allows the framework to remain applicable
across current deep learning approaches and future model
architectures.

Existing explainable Al approaches address this problem
incompletely. Post-hoc methods like LIME [3] and SHAP [4]
generate explanations for individual predictions but cannot
reconstruct the temporal sequence of decisions leading to
an incident. Attention mechanisms [5] indicate what inputs
influenced outputs, but attention does not establish causal
relationships [6]. Runtime verification systems like Mod-
elPlex [8] detect specification violations but do not document
why decisions were made.

This paper presents TRACE (Transparent Reasoning Ar-
chitecture for Credible Execution), a framework that struc-
tures autonomous decision-making for post-hoc auditabil-
ity. Instead of extracting explanations from opaque models,
TRACE embeds audit requirements directly into the decision
architecture. Every action can be traced back through docu-
mented causal chains to specific sensor evidence.

The contributions of this work are as follows. First, we
present a four-layer decision architecture with formally spec-
ified interfaces that preserve audit trails across the entire de-
cision pipeline. Second, we define three objective auditability
metrics (Evidence Traceability, Decision Reconstructability,
and Temporal Continuity) that measure whether decisions
can be reconstructed by independent investigators. Third,
we introduce Counterfactual Decision Trees, a structure that
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documents why specific actions were chosen over alterna-
tives, enabling “what-if” analysis during incident review.
Fourth, we provide experimental evaluation demonstrating
98.6% evidence traceability with sub-millisecond computa-
tional overhead, compared to post-hoc methods that lack
decision-level artifact structure.

II. RELATED WORK

A. Post-Hoc Explanation Methods

LIME generates local explanations by approximating com-
plex models with interpretable surrogates near specific pre-
dictions [3]. SHAP provides feature attributions grounded in
game-theoretic principles [4]. These methods explain indi-
vidual model outputs but do not address temporal decision
sequences. An autonomous robot makes hundreds of inter-
dependent decisions per second. Explaining each in isolation
misses the reasoning chain that connects them.

Attention mechanisms offer a form of intrinsic inter-
pretability by highlighting influential inputs [5]. However,
Jain and Wallace demonstrated that attention weights often
fail to reflect actual causal relationships [6]. For safety-
critical applications, unreliable explanations may be worse
than no explanations at all. Accordingly, in our evaluation
we treat attention only as an availability baseline, not as a
measure of decision-level auditability.

B. Interpretable Control Policies

An alternative approach extracts interpretable policies from
trained neural networks. Verma et al. synthesize program-
matic controllers that humans can read and verify [7]. This
achieves complete interpretability but typically sacrifices the
performance that motivated using neural networks initially.
For complex robotic tasks, the performance gap may be
unacceptable.

C. Runtime Verification

Runtime verification monitors system behavior against for-
mal specifications. ModelPlex validates that cyber-physical
systems remain within verified bounds [8]. The Simplex
architecture maintains backup controllers that can assume
control when primary systems behave unexpectedly [9].
These approaches detect when systems violate constraints
but do not explain why violations were approached or how
decisions were made.

D. Positioning of This Work

Table I compares existing approaches across four crite-
ria relevant to autonomous robot deployment. TRACE is
designed to satisfy all four: real-time operation, end-to-end
traceability, semantic-level explanations, and formal metrics
for transparency assessment.

TABLE 1
COMPARISON OF EXPLAINABILITY APPROACHES

Method Real- End-to- Semantic Audit
Time End Level Metric
LIME [3] X X X
SHAP [4] X X 4
Attention [5] v X X
Programmatic [7] v v X
ModelPlex [8] v X v
TRACE v v v
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Fig. 1. TRACE four-layer architecture. Each layer produces explanation
artifacts that contribute to the auditability assessment.

III. TRACE FRAMEWORK ARCHITECTURE

TRACE decomposes autonomous decision-making into
four layers. Each layer performs a specific function and
produces explanation artifacts that feed into the overall
transparency assessment. Fig. 1 illustrates the complete ar-
chitecture.

A. Layer 1: Semantic Perception

The Semantic Perception Layer transforms raw sensor data
into structured entity representations. Unlike conventional
perception pipelines that output only detection results, this
layer maintains explicit links between each detected entity
and the sensor evidence supporting its identification.

Definition 1 (Evidence-Grounded Entity). An entity e
detected at time ¢ is represented as:

e: = (id, class, pose, ¢, S) €))

where id is a unique identifier, class € C is the semantic
category, pose € SE(3) is the estimated pose, ¢ € [0, 1]/l is
the calibrated confidence distribution, and & = {(s;, w;,7;)}
is an evidence set containing sensor source s;, contribution
weight w;, and spatial region ;.

The layer outputs an entity set & = {e1,...,e,} along
with an Evidence Aggregation Record documenting which



sensors contributed to each detection and with what confi-
dence.

B. Layer 2: Belief Reasoning

The Belief Reasoning Layer maintains a probabilistic
model of the environment, including states that cannot be
directly observed. This layer performs inference over the
entity set to estimate hidden variables such as pedestrian
intentions or obstacle permanence.

Definition 2 (Belief State). The belief state B; is a proba-
bilistic scene graph G = (V, E, P) where V' contains entity
nodes and inferred state nodes, E represents relationships
between nodes, and P : V U E — [0, 1] assigns probability
estimates.

Causal Graph Construction. The causal graph is con-
structed incrementally through three steps. First, each de-
tected entity from & creates or updates a corresponding
node in V. Second, inference rules evaluate pairwise re-
lationships between entities and generate edges in E with
associated conditional probabilities. Third, derived states
(e.g., “aisle blocked”) are added as child nodes with explicit
edges to their parent evidence nodes. Edge weights encode
P(child|parent) derived from the belief update equations.
This structure ensures that when the robot believes an aisle
is blocked, the graph records precisely which sensor obser-
vations led to that inference through explicit parent-child
relationships.

C. Layer 3: Action Synthesis

The Action Synthesis Layer generates candidate actions,
evaluates them against objectives and constraints, and selects
the optimal choice. The key contribution is explicit represen-
tation of alternatives and the conditions that would trigger
different selections.

Definition 3 (Justified Action). A selected action a* is
represented as:

ay = (emd, Aait, R,CF) )

where c¢md is the command, A,;; contains alternative actions
considered, R is the selection rationale, and CF is a set of
counterfactual conditions.

The Counterfactual Decision Tree (Fig. 2) captures this
information in a structure that directly answers questions such
as “Why did the robot stop?” and “What would have made
it continue?”

D. Layer 4: Execution Verification

The Execution Verification Layer monitors action exe-
cution and maintains the audit trail. It compares intended
behavior against actual outcomes and flags discrepancies.

Every decision cycle produces a timestamped audit record:

7; = <t7(€t78taa:76taflags> (3)

where J; measures deviation between intended and actual
behavior. These records enable complete reconstruction of
any decision for post-incident analysis.
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Fig. 2. Counterfactual Decision Tree for a pedestrian encounter. The bold
path shows the selected action with explicit conditions that would trigger
alternatives.

IV. AUDITABILITY METRICS

A key requirement for safety-critical systems is that deci-
sions can be reconstructed by independent investigators after
an incident. We define three objective metrics that measure
this capability directly. All metrics are computed strictly from
logged artifacts produced during execution.

A. Evidence Traceability

Evidence Traceability (ET) measures whether each deci-
sion factor can be traced to sensor evidence:

documented

{feFi:Tecl, f——e}|
| Fdl

ET(d) = “)
where F,; denotes the set of factors influencing decision
d, and £ denotes the evidence set. A factor f satisfies the
traceability criterion when a documented chain links it to a
specific sensor reading e.

Partial Traceability. For decisions where the ET condition
is not fully satisfied, we introduce a partial traceability metric
that quantifies how much of the causal chain is documented:

depth
ET, artia d 5
partia( |.7:d| Z max depth )

where depth(f) measures how many levels of the causal
chain are documented for factor f. This metric provides
additional insight during incident investigation when com-
plete traceability is unavailable. For example, a factor with
depth = 2 out of max_depth = 3 indicates that the
immediate and secondary causes are documented, but the root
sensor observation is missing.

B. Temporal Continuity
Temporal Continuity (TC) measures completeness of the

audit trail:
Zi gap;
to —ty

TC =1 — (6)

where gap; represents intervals without recorded decisions
between the analysis window [ty to].



TABLE II
THEORETICAL COMPLEXITY OF TRACE LAYERS

Layer Base XAI Overhead
Semantic Perception O(n) O(n)
Belief Reasoning O(n-m) O(n+m)
Action Synthesis O(k-h) O(k?)
Execution Verification 0(1) O(logT)

C. Decision Reconstructability

Decision Reconstructability (DR) measures whether an
independent engineer can determine: (a) what action was
taken, (b) what alternatives were considered, and (c) why
the selected action was preferred:

DR(d) = 1[action € log] - 1[alt € log] - 1[rationale € log]
(7
where 1[-] is the indicator function. We report DR as the
percentage of decision cycles where all three conditions are
jointly satisfied.

V. COMPLEXITY AND STORAGE ANALYSIS
A. Computational Complexity

Table II presents the computational complexity of each
layer, where n is detected entities, m is belief state variables,
k is candidate actions, and & is planning horizon.

B. Memory Requirements for Fleet-Scale Deployment

Each decision cycle produces explanation artifacts requir-
ing storage. Evidence aggregation records scale as O(n - s)
where s is the number of sensor modalities. Counterfactual
trees require O(k - d) storage where d is tree depth.

For fleet-scale deployments with hundreds of thousands of
robots, storage requirements become a critical consideration.
At 10Hz operation with full audit trails, each robot generates
approximately 2-5 KB per decision cycle, yielding 70-175
MB per hour or 1.7-4.2 GB per day. For a fleet of 100,000
robots with 6-month retention (as required by EU AI Act
Article 19), raw storage would exceed 30 petabytes.

Tiered Storage Strategy. We address this through hierar-
chical storage: (1) hot storage retains full detail for decisions
from the past 24 hours, (2) warm storage maintains complete
records for flagged decisions and summaries for routine
operations, and (3) cold storage archives compressed data
for regulatory compliance.

Compression Techniques. TRACE artifacts exhibit high
structural redundancy in causal graphs, enabling effective
compression. Based on preliminary analysis, lossless com-
pression is projected to achieve 3-5x reduction through dic-
tionary encoding of repeated graph structures. Delta encoding
between consecutive decision cycles is estimated to provide
60-80% additional reduction for routine operations where
belief states change incrementally. With these techniques, the
30 PB estimate could potentially reduce to approximately 2—5
PB, though these projections require validation at scale.

TABLE III
AUDITABILITY METRICS COMPARISON

Method ET (%)* TC (%) DR (%) Time
TRACE 98.6 £ 7.0 99.0 98.1 0.12ms
Attention* 20-25 70-80 N/A <0.01ms
SHAP* 30-35 0 N/A 0.02ms
LIME* 25-30 0 N/A 1.29ms

TTRACE: mean =+ std across 5 scenarios (100 cycles each, 500 total).
*Baseline estimates based on architectural capability analysis; post-hoc
methods do not emit decision-level artifacts required for DR.

Incident Investigation Implications. The tiered approach
preserves full reconstructability for flagged decisions while
maintaining partial traceability (ET}qtiq1) for routine oper-
ations through retained summaries. Should an incident occur
during routine operation, surrounding decision cycles in hot
storage provide temporal context, and the compressed causal
graph summaries enable partial reconstruction.

VI. EXPERIMENTAL EVALUATION
A. Experimental Setup

Simulation Environment: We developed a Python-based
simulation of a mobile robot operating in a 50mx30m
warehouse environment. The robot processes simulated sen-
sor data (LiDAR, camera, ultrasonic) and makes navigation
decisions at 10Hz. Camera observations were intermittently
unavailable in certain decision cycles, simulating temporary
occlusion or sensor latency.

Scenarios: We evaluated five distinct scenarios: (1) clear
path with static objects only, (2) pedestrian crossing at
medium distance, (3) pedestrian within safety threshold
(<2m), (4) multiple pedestrians with different trajectories,
and (5) forklift approaching on collision course.

Methodology: For each scenario, we executed 100 de-
cision cycles (500 total) with fixed random seed for re-
producibility. The simulation implements all four TRACE
layers with realistic failure modes including sensor unavail-
ability (2% LiDAR, 12% camera), evidence link corruption
(3%), causal edge write failures (2%), rationale truncation
(2%), and counterfactual generation timeouts (2.5%). Base-
line comparison is based on the architectural capabilities of
each method rather than direct implementation.

B. Results

Table III presents the auditability comparison across all
methods.

Evidence Traceability: TRACE achieves 98.6+7.0% ev-
idence traceability across 500 decision cycles. The 1.4%
shortfall occurs in decisions involving evidence link corrup-
tion during sensor fusion or missing causal edges due to write
timing issues. These cases retain high partial traceability
(ETpartiar = 0.98), indicating that while the complete
chain to sensor data is not documented, most of the causal
reasoning is preserved.



TABLE IV
PER-SCENARIO AUDITABILITY (TRACE, 100 CYCLES EACH)

Scenario ET ETpartial TC DR

clear_path 96.4% 0.98 100%  96.6%
ped_crossing  99.0% 0.98 100%  98.2%
ped_close 99.5% 0.99 100%  99.0%
multi_ped 98.3% 0.98 100%  98.0%
forklift 100% 1.00 99%  98.8%

ET Condition Frequency Analysis. Based on our simu-
lation with realistic failure modes, ET conditions were not
fully satisfied in 1.4% of decision cycles (7 of 500 cycles).
These failures occurred due to: (1) evidence link corruption
during sensor fusion (3% probability per entity), (2) causal
edge write failures (2% probability), and (3) cases where
evidence references became null due to timing issues. For
incident investigation, such decisions benefit from the high
ETpqrtiar score (0.98), indicating that most of the reasoning
chain remains documented even when complete traceability
is not achieved.

Temporal Continuity: TRACE achieves 99.0% temporal
continuity. The 1.0% gap (5 of 500 records) corresponds to
decision cycles where audit record generation encountered
write timeout issues during high-load scenarios. Post-hoc
methods like LIME and SHAP achieve 0% TC because they
explain individual predictions without maintaining cross-
decision state.

Decision Reconstructability: TRACE achieves 98.1% re-
constructability (23 of 500 records not fully reconstructable).
The shortfall occurs when rationale gets truncated due to
buffer overflow (2%) or counterfactual generation times out
(2.5%). In these cases, the action and alternatives are still
logged, but the complete justification chain is incomplete.
Baseline methods do not emit decision alternatives or ratio-
nale by design.

Per-Scenario Analysis: Table IV shows the breakdown for
TRACE. Evidence traceability varied from 96.4% (clear path
with sparse causal chains) to 100% (forklift with straightfor-
ward sensor fusion). TC and DR showed scenario-dependent
variations reflecting computational load and decision com-
plexity.

C. Example Decision Trace

The pedestrian close scenario demonstrates TRACE'’s au-
ditability. When a worker was detected at 1.5m, the system
selected STOP. The logged rationale stated: “Pedestrian de-
tected at 1.5m with collision risk 0.70.” The counterfactuals
indicated: “Would SLOW if distance > 2.0m” and ‘“Would
CONTINUE if collision_risk < 0.2 The causal graph
recorded: LiDAR scan — point cloud cluster — pedestrian
classification — distance estimate — risk computation —
action selection.

VII. REGULATORY ALIGNMENT

TRACE directly addresses auditability requirements
emerging from Al regulation, providing concrete mechanisms
for compliance verification.

EU AI Act Compliance. The EU AI Act (Regulation
2024/1689) establishes comprehensive requirements for high-
risk Al systems, which include autonomous robots operating
in workplaces. Article 12 requires that high-risk Al systems
maintain logs enabling tracing of system functioning through-
out their lifecycle. TRACE’s complete temporal continuity
and documented evidence chains satisfy this requirement by
producing immutable audit records for every decision cycle.
Article 13 specifies that systems must be designed to en-
sure sufficient operational transparency for users to interpret
outputs appropriately. TRACE’s high evidence traceability
demonstrates that decisions can be traced to specific sen-
sor inputs, enabling meaningful interpretation. Article 14
requires that operators be able to correctly interpret the
system’s output and decide whether to use, override, or
reverse it. TRACE’s decision reconstructability ensures every
decision can be understood in terms of the action taken,
alternatives considered, and rationale for selection.

ISO 13482 Compliance. ISO 13482 for personal care
robot safety requires documented risk assessment procedures.
Traditional neural network approaches cannot provide the
decision-level documentation required for rigorous safety
analysis. TRACE’s audit trails provide the evidence basis for
such assessments, enabling investigators to reconstruct deci-
sions after incidents and identify systematic failure patterns
that inform risk mitigation strategies.

Certification Implications. Safety certification bodies in-
creasingly require evidence that autonomous systems can
explain their decisions. TRACE provides the artifact structure
necessary for third-party audits, where independent reviewers
can verify that logged decisions align with safety specifica-
tions without requiring access to proprietary model weights
or training data.

VIII. DISCUSSION

Our results demonstrate that architectural auditability sub-
stantially outperforms post-hoc methods. TRACE achieves
near-complete auditability while post-hoc baselines provide
limited evidence traceability and lack decision-level artifacts.

The gap is architectural rather than algorithmic. Post-hoc
methods explain model outputs while TRACE documents
decisions. LIME, SHAP, and attention were designed to in-
terpret neural network predictions, not to maintain audit trails
for accountability. This distinction has practical implications:
when an incident occurs, investigators need to reconstruct the
sequence of decisions and understand why the robot chose
specific actions over alternatives. Post-hoc methods cannot
provide this capability because they operate on individual
predictions rather than decision sequences.

Design Trade-offs. TRACE introduces explicit overhead
for audit trail maintenance. The 0.Ims per decision cycle



represents approximately 1% of the available computation
budget at 10Hz control rates. This overhead scales linearly
with the number of entities and candidate actions, which
may become significant in environments with many dynamic
objects. However, the overhead remains bounded by the fixed
decision cycle rate.

Integration with Existing Systems. TRACE is designed
as a wrapper architecture that can integrate with existing
perception and planning modules. The key requirement is
that underlying modules expose their intermediate represen-
tations (detected entities, belief updates, candidate actions)
rather than only final outputs. Most modern robotic software
stacks already maintain such representations for debugging
purposes.

Generalization Beyond Warehouses. While our evalu-
ation focused on warehouse navigation, the TRACE archi-
tecture applies to any domain where autonomous systems
make safety-critical decisions. Autonomous vehicles, surgical
robots, and agricultural equipment all face similar auditabil-
ity requirements. The specific sensor modalities and action
spaces differ, but the four-layer structure and auditability
metrics transfer directly.

Limitations. Several limitations warrant discussion. First,
evaluation used simulated sensors with idealized noise mod-
els; real hardware introduces sensor synchronization chal-
lenges, communication delays, and failure modes not cap-
tured in simulation. Second, the reported timing (0.1ms)
was measured in a controlled simulation environment; actual
overhead on embedded robotic hardware may differ signifi-
cantly. Third, metrics measure reconstruction capability from
logged artifacts but do not validate whether investigators find
reconstructions useful in practice. Fourth, the 2% of decisions
with incomplete evidence traceability may include safety-
critical edge cases. Fifth, storage projections are theoretical
estimates that require validation at fleet scale. Finally, the
warehouse navigation domain, while representative, does not
capture the full complexity of other robotic applications such
as surgical or agricultural robots.

Future Work. We plan ROS 2 implementation for phys-
ical validation on mobile robot platforms, user studies with
incident investigators to validate practical utility, formal
verification integration to prove safety properties from audit
trails, and advanced compression algorithms optimized for
TRACE artifact structure to enable cost-effective fleet-scale
deployment.

IX. CONCLUSION

This paper presented TRACE, a decision framework de-
signed to make autonomous robot behavior auditable through
architectural mechanisms rather than post-hoc analysis. Ex-
perimental evaluation using a complete simulation with real-
istic failure modes (500 decision cycles across 5 scenarios)
demonstrated 98.6% evidence traceability, 99.0% temporal
continuity, and 98.1% decision reconstructability.

Post-hoc XAI methods provide feature attributions but lack
the artifact structure needed for decision-level reconstruction,

representing a fundamental architectural distinction rather
than a performance gap. TRACE addresses EU Al Act
requirements for high-risk Al system logging while achieving
auditability with approximately 0.12ms overhead per decision
cycle.

The evaluation was conducted entirely in simulation with
modeled sensor noise and failure modes. The simulation code
is available for reproducibility. Validation on physical hard-
ware with real sensors remains necessary before deployment
conclusions can be drawn.
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